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Trusted Computing
Platierm AllrIance

An industry work group focused on
enhancing trust and security on
computer platforms




= I
> g 7F /

R TRUSTED COMPUTING PLATFORM ALLIANCE %

G USHAAERVIFCRITEL

e PC and network designed to be open and
flexible

o Lack of trust in performing high-value
e-business transactions on connected PCs

« Softwar e security solutions are vulnerable
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e Open membership to companies developing
secur ity technology, products and services

e Structure

— Members
e 170+ member companies

o Steering Committee consisting of Compaqg, HP, IBM, Intdl,
M icrosoft

e Ad-hoc Workgroups
— Technical, Marketing, L egal
* Technical Workgroups
— TPM, TSS, TCPAV1 (open to all participants)
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 Develop an industry standard specification

— Providing a ubiquitous and standar dized meansto
address trustworthiness of computing platforms

— Improving the authenticity, integrity, and privacy of
| nter net-based communications and commer ce
 Promotetheadoption of the TCPA Specification
— Affordable and inter operable

— EXxportable

— Adaptableto work with existing standards and evolving
solutions
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 PCisatrustworthy vehiclefor e-Business

— Retains existing openness and flexibility
— H/W and SYW combined solution

* |mproved fundamentals of computer authenticity,
Integrity and privacy
— Authenticity: usersare confident that they know to
whom and to what entity they aretalking

— Integrity: assurance that infor mation istransmitted
accur ately

— Privacy: confidencethat the privacy of information is
I espected

 Enhanced support for privacy of identity data
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 Basdline hardwar e capabilities

— Improved traditional security features
» Persistent storage of confidential information

« Platform authentication
e« Random number generator

— New security capabilities
« Anonymous/multipleidentities
e Integrity metrics
* Exportableworldwide
— Excludes general purpose encryption

Owner has complete control of policy
— Opt In - Owner decidesif and when to use Capability7
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e Security applications can provide better
security using trusted platforms
— Public Key Infrastructure
— Smart Card transactions
— VPNs
o Applicationsthat use security can be improved
with trusted platforms
— Web browsers use of SSL
— E-mail useof SMIME
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 Vendors
— Drive TCPA-based solutionsinto your products
— Help your customer s under stand how TCPA-based
solutions improve your products
e Customers

— Foreseethe benefits of TCPA-enabled solutionsin
your environment

— Driveyour hardware and software vendorsto
produce TCPA-enabled products




